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opraHM3aunsm:

BHenpuTb eouHyto HaoexHyto
CUCTEMY 3alLLMTbl KOPNOPAaTUBHOW
NHOPACTPYKTYPbl OT COXHbIX aTak.

CHW3UTb HarpyaKy Ha Cny>xoy
NHDOPMALIOHHOM 6€30MacHOCTU.

OI—W\/H\/H/BI/IDOBaTb 3aTparhbl

Ha MpoLlecc paccnenoBaHng

M pearnpoBaHiNg Ha KOMIJ1eKCHbIe
VHUWOEHTbI.

ObecneynTb COOTBETCTBME
TPeBOBaHVSM PETYNATOPOB.

MakcrmanbHag 3almTa B eANHOM
PELLIEHNV

HecmoTps Ha knbeparpeccuto, yCUnmBatoLLMNCs Xak TUBU3M

1 MacCcoBOE NMMOPTO3aMeLLEHMe, NOAAEeP>KKa HEMPEPLIBHOCTM
B13Hec-NpoLeccoB, 6€30MacHOCTb AaHHbIX U IT-MHPPaCTPYKTYpbI,
a Tak>Xe COOTBETCTBME TPEOOBaAHNSGM 3aKOHOAATENbCTBA OCTAOTCH
HEeOBXOANMbBIMU YCNOBUSMU A9 YCTONYMBOrO pa3BuUTuS brusHeca.

lMnatdopma Kaspersky Anti Targeted Attack, ycuneHHas
Bo3MOXHocTAMU Kaspersky EDR Expert, obecrneunBaeT

nepenoBYHO 3aLLUNTY OT KOMIMIEKCHBIX YIPO3 U LIENEBbIX aTak

B e0VIHOM PeLLUEHN U MPEenCTaBASET COBOoM peLueHme knacca XDR
HaTMBHOro Tmna. Kaspersky Security ois NOYTOBLIX CEPBEPOB

1 Kaspersky Security ons MHTEPHET-LUIIO30B BbICTYNAOT CEHCOPaMM
0J19 aBTOMAaTNYECKOro OTBETAa Ha CIOXHbIE YIPO3bl Ha YPOBHE CETU.
OpraHusauny Tenepb MOryT KOHTPOIMPOBATE N HAAEXHO 3alUuLLaTh
BCE MOMNYySPHbIE TOUKM BXOAA NOTEHLMANbHbIX YIPO3: CETh,
BEB-TpPadVIK, SNEKTPOHHYIO MOYTY, pabo4me MecTa, CEpPBeEpPbI

1 BUPTYasnbHbIE MaLUNHBI.

MNonHas Bn3yannsauns AaHHbIX, BO3MOXHOCTb NPOBEAEHNS
rnyOUHHOro aHann3a ceTeBoro Tpaduka, aMynaung yrpo3s

NPV NIOMOLLY NPOABMHY TON NECOYHNLLbI 1 MOLLIHbIE TexHonorum EDR —
BCE 9TO AenaeT paccnefoBaHme 1 pearpoBaHne Ha MHLUUOEHTDI
Bonee 6bICTPbIMU, TOUYHBIMU U 3P DEKTMBHBIMU. B fononHeHne

K BCTPOEHHbIM NepefoBbIM TEXHONOIMSAM OBHaPYXEHWS 1 aHann3a
nnatdopma oboralaeTcd aHanUTUYECKUMN JaHHbIMU 06 yrpo3ax
(Threat Intelligence) n conocTaBneHnem ob6HapyXeHui ¢ 6a3oin 3HaHWI
TaKTUK N TEXHWK 3n10YyMbILLneHHNKOB MITRE ATT&CK.

CeHcop — oTrnpaBngeT COOBLLEHNS SNEKTPOHHOW MOYTbl Ha 06pPaboTKy
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MpenmyuwecTtBa

OB6Hapy>xeHne ceTeBoM
akTuBHOCTK No 80 NpoTokonam,
B YaCTHOCTW Mo 53 NPOTOKONaM
NPVIKIagHOro yPOBHS

Koppenauus ceTeBbix COBbITUN
C COBBITUSAMYM Ha paboumx
CTaHUMNSX B OLHOM NPOAyKTe

Mopaepykka pOCCUMCKMX
onepaLyVOHHBIX CUCTEM

[ocTyn Kk cunbHenwen B Mmpe
aHanuTke 06 yrpo3sax

Bonee 300 ycneLHbix NpoeKkToB
no Poccum n mypy

OT3bIBbI

CooTBeTCcTBUE
TpeboBaHUAM

PelleHre noMoraeT opraH/3aLmsm
COOTBETCTBOBATb CTaHAapTaM
HaHkoBckow oTpacnu, PCIDSS,

a Tak>xe HOPMaTVBHbIM TPEBOBaHNAM
GDPR n N2 187-d3.

Pewenne ceptnomumposaro ®CT3IK
Poccumn n ®CB Poccun, NOAHOCTbIO
COOTBETCTBYET TPEBOBAHNSM 3aKOHa
0 3alUMTE NePCOHaNbHbIX AaHHbIX,
BKJTIOYEHO B peecTp poccuickoro MO
(per. Homep MO N2 8350 o1 30.12.2020
1 per. Homep MO N2 8352 oT
30.12.2020), a Takke COOTBETCTBYET
TpeboBaHuam FTOCT P 56939-2016.

MoppobHee

OCHOBHbIE BO3MOXHOCTIU

Kaspersky Anti Targeted Attack ¢ Bxoagwmm Kaspersky EDR Expert
obecneunBaeT HaOeXHYIO 3aLLMTY KOPNopaTMBHON MHPACTPYKTYpPbI
OpraHn3aLnin OT CNOXHbIX YTPO3 1 LeNeBbIX aTak B MOSIHOM
COOTBETCTBUM C TPEOOBAHUAMM 3aKOHOAATENbCTBA. DTO peELLEHNe
nomoraeT cny>6am [T-6e3onacHOCTV OTpaXkaTb NPOABUHY Tbie

aTakn 3HaYMNTENbHO BbICTPEE U C MEHBLUVIMN YCUNNGMIK Bnarogaps
OMNTVMasIbHO HACTPOEHHOM aBTOMAaTN3aLMM 3aLLNTHBIX OENCTBUN

Ha YPOBHE CETU 1 pabounx MeCT, AOCTYIMY K akTyaslbHON MHOpMaL
06 yrposax 1 ynpaBneHuto Yepes eanHyo KOHCO/b.

F

MHoroypoBHeBas
apxuTekTypa

obecneynBaeT abCoMOTHYIO
NPO3PaYHOCTb 38 CYET COBMECTHOW
paboTbl CETEBbIX, MOUTOBbIX

VN UHTEPHET-CEHCOPOB, a TaKXe
areHToB Ha Pabo4nXx MecTax.

MpounssoguTtenbHas
rnecoyHuua

NMO3BONSET 3arycKaTb NOA03PUTENbHbIE
06beKTbl B U30IMPOBaHHOW cpene

1 OCYLLIECTBNSATH X MHOrOYPOBHEBbIN
aHanus. logaepXmBaeTcy
KacToMM3aLms 0bpas3os.

)

PeTpocnekTnBHbIN
aHanus

B TOM U/ICNe B CUTYaLMSIX, KOraa
KOHeYHble yCTPOCTBa HEAOCTYMHbI,

a faHHble 3allnppoBaHbl.

OTO BO3MOXHO Bnarogaps
aBTOMaTU3MPOBAHHOMY CEOPY AaHHBIX,
OBBEKTOB 1 BEPANKTOB

B LEHTPaN130BaHHOE XpaHUInLLE.

€

MoLuHble
aHanuTnyeckmne Mmoaynu

paboTaloT C AaHHbIMI CETEBbIX
CEHCOPOB (aHann3 CeTeBoro
Tpadwvka) 1 areHToB pPaboumx

MecCT (PYHKUMOHansHOCTL EDR),
obecneurBag BeICTPOE BbHECEHME
BEPAVKTOB.
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AHanuTvKa yrpos B OByx
pexumax

aBTOMaTUYyeckasi cBepka c rnotansHbIMU
penyTaunoHHbIMU daHHbIMU Kaspersky
Security Network n gocTyn k nopTany
Kaspersky Threat Intelligence.

Q)

[MpoaKkTUBHbIA NONCK
CINOXKHbIX aTaK

aHaNNTVKN MOTYT COCTaBNSATb CIOXHbIE
3anpochl 419 Morcka aHOMasnbHOro
noseneHus, TexHuk MITRE ATT&CK,

a Tak>xe Noao3pUTENbHON ak TUBHOCTW
1 Yrpo3, XapakTepPHbIX O/15 BalLew
VHPPAaCTPYKTYPBbI.

ABTOMATNYECKNIA NOUCK CNOXKHbIX yrpos

obecneurBaeTCs bnarofaps 60MbLOMY Ha6OPY BCTPOEHHbIX MEPELOBbIX
MEXaHN3MOB OBHapPYXeHWs Yrpo3. COBbITUS CONOCTaBNAMOTCS C YHUKAbHbLIM
HabOoPOM VHAVKATOPOB aTak 1 6330 3HaHWM TaKTVIK W TEXHWK 3/10YMbILLITEHHNKOB
MITRE ATT&CK, copepxallell YeTkme onmcaHus, NpuMepsl 1 pekoMeHAaunn No

pearvpoBaHio.


https://media.kaspersky.com/ru/business-security/kaspersky-security-for-enterprise-catalogue.pdf
https://www.kaspersky.ru/enterprise-security/anti-targeted-attack-platform#reviews

MexxayHapogHoe npusHaHue

2 X
)
Advanc®
SOR petect S

SE Labs npoTecTtupoBana
addpekTnBHOCTL Kaspersky Anti
Targeted Attack n Kaspersky EDR Expert
MPOTVB LUNPOKOrO CrekTpa KnubepaTak 1
npuceouna peLleHnsam penTuHr AAA.

THE RabpicaTt GRoOUP, INC.

ATECHNOLOGY MARKET RESEARCH FIRM

ViccnepoBaTensckagd komnaHus Radicati
Group HasBana «J/labopaTopuio
Kacnepckoro» BeayLmM UrPOKOM

(Top Player) B oTueTe «Advanced
Persistent Threat (APT) Protection —
Market Quadrant, 2022».
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«JlabopaTtopus Kacnepckoro»
nony4ynna BbICOKyto Harpagy Gartner
Peer Insights Customers' Choice B
kaTteropu EDR-peLueHnin. [Mokynatenn
BbICOKO oLeHunn nnatdopmy Kaspersky
Anti Targeted Attack 1 Kaspersky EDR
Expert.

MITRE | ATT&CK

KauecTBO O6HapyXeHNs
MOATBEPXOEHO oLeHko MITRE
ATT&CK.
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WADVANGED
THREAT DEFENSE

B HesaBucmom TecTe ICSA Labs:
Advanced Threat Defense nnatdopma
Kaspersky Anti Targeted Attack
nokasana 100-NpoLEeHTHbIN pe3ynsTaT
OBHapyXeHNs Yrpos, He OOMYCTUB HA
OLLHOrO NOXHOro cpabaTbiBaHIS.

MNTEST

HeszaBucrmas nabopaTtopus
AV-Comparatives npoTecTrpoBana
Kaspersky EDR Expert v npricBouna
CTaTyC CTpaTernyeckoro nuaepa.
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https://www.kaspersky.ru/enterprise-security/anti-targeted-attack-platform
https://www.kaspersky.ru/enterprise-security/endpoint-detection-response-edr
https://www.kaspersky.ru/

